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Decision/action requested

The group is requested to discuss the provided rationale and agree on the concrete proposal
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Rationale

The present contribution introduces a potential solution for the use case of cell trace data consumed by analytics function (see pCR [8] for additional details).
4
Detailed proposal

It is proposed to introduce the following content in the draft TR 28.806 [5].
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7
Potential Solutions

Editor's note: this clause will be used to document potential solutions (multiple possible alternatives) satisfying the potential requirements captured in clause 5. In cases where there are multiple alternative solutions, their evaluation (highlighted "Pro" and "Cons") may be captured in the sub-clauses of this clause as well.

7.1
Solution for non-file-based trace data reporting
7.1.1
Architectural considerations
Existing architecture for Management Based and Signaling Based Trace Activation/Deactivation (as specified in TS 32.421 [2] clause 4.2, figures 4.2.1 and 4.2.2) is applicable in case of non-file-based trace data reporting.
The concept of Trace Collection Entity (as specified in TS 32.421 [2] clause 4.2, figure 4.2.3) may need to be revisited to either generalize the Trace Collection Entity as supporting both – file-based and non-file-based trace reporting or to introduce a new entity – non-file-based data consumer. In case of the non-file-based trace reporting, both – direct reporting by the NE and reporting via intermediate entity (e.g. Management Function) should be possible. In such case, the figure 4.2.3 in TS 32.421 [2] may need to be revised in the following way:
[image: image1.png]data consumer]

wanagement Function

Nmmmememl Nmmmememl Nmmmememl




Figure 7.1.1.1: Revised architecture for High-level view of Trace Reporting in System Context A

As an option for alignment with the new Services Based Management Architecture (SBMA) introduced in TS 28.533 [8] and further specified in TS 28.532 [7], the relationship between Network Element as "non-file-based trace data reporting MnS" producer, Management Function as both producer and consumer of this MnS and data consumer as consumer of this MnS may be represented as:
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Figure 7.1.1.2: Example of interactions between producers and consumers of "non-file-based trace data reporting MnS"
Yet another option for alignment with SBMA is to represent the legacy Trace Collection Entity as a trace reporting MnS consumer supporting either file-based or non-file-based trace reporting. The following figure illustrates this option:
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Figure 7.1.1.3: Example showing Trace Collection Entity and Management Function as consumers of "trace data reporting MnS"

7.1.2
Solution overview
Proposed solution focuses on the detals of interactions between "non-file-based trace reporting MnS" producer and consumer. What entities play the roles of MnS consumer (e.g. Management Function, control plane function such as NWDAF or management plane MDAS producer) and MnS producer (e.g. Network Element or Management Function) is irrelevant and may be illustrated as various deployment options. Additional deployment options may illustrate non-3GPP consumers of the 3GPP MnS (e.g. ONAP DCAE).
For the non-file-based trace reporting solution we propose to use ASN.1 binary encoded data transmitted using WebSocket protocol [9] over TCP connection protected by TLS [10]. Figure below illustrates the proposed protocol stack:
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Figure 7.1.2.1: Protocol stack for non-file-based trace reporting
7.1.3
Solution interactions

The sequence of interactions between producer and consumer of the "non-file-based trace reporting MnS" is illustrated by the following figure:
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Figure 7.1.3.1: Sequence of interactions between producer and consumer of the non-file-based trace reporting MnS
1.
The interactions between MnS producer and consumer begin when Management System activates (configures) the MnS producer with appropriate Trace measurement control and configuration parameters (e.g. similar to those specified in sub-clauses of clause 5 in TS 32.422 [3]). The specific details of this step depend on the outcome of the on-going work on Trace Management in the context of Services Based Management Architecture and may rely either on the capabilities of a new Trace Management MnS or re-use the capabilities of the Provisioning MnS specified in TS 28.532 [7]. An important aspect of this interaction is that the MnS producer is provided with the trace reporting method ("non-file-based trace reporting") and details of the connection to the MnS consumer (e.g. IP address, port, connection credentials, URI).
2.
The MnS producer starts a new Trace Session (e.g. according to one of the sub-clauses of clause 4.1.1 in TS 32.422 [3]).

3.
Upon the Trace Session activation, the MnS producer establishes a new connection to the MnS consumer (e.g. performs IP address look-up if necessary, connects to the specified TCP port, performs TLS handshake, starts WebSocket connection). As part of the connection establishment the MnS producer informs MnS consumer about ASN.1 version to be used via Configure message. The WebSocket Ping frames (see clause 5.5.1 in [9]) may be used as a keepalive or as means to verify that remote endpoint is still responsive. In case of abnormal connection termination (e.g. if either MnS consumer or MnS producer restarts) the MnS producer re-establishes the connection to the MnS consumer.
4.
Upon establishment of connection between MnS producer and MnS consumer (either new connection or connection re-establishment), the MnS producer reports the Trace Session activation event via StartSession message including the information allowing the MnS consumer to associate the active connection to the MnS producer with the Trace Session information.

5.
While the Traces Session is active at the MnS producer, it follows the procedures specified in TS 32.422 [3] clause 4.2 and starts new recording sessions once "start" triggering event (see TS 32.422 [3] clause 5.1) is detected. For each recording session a Trace Recording Session Reference (TRSR) is allocated.
6.
Upon starting a new Trace Recording Session, the MnS producer reports this event to the MnS consumer via StartRecordingSession message.
7.
The MnS producer captures traceable events (signalling messages, measurements, RLF reports, RCEF reports, UE location information) according the Trace Session configuration received in step 1. The captured trace records may be buffered until the reporting condition (e.g. amount of data or periodicity) is satisfied.
NOTE:
Whether the reporting condition needs to be standardized, made configurable or left for implementation is FFS.
8.
When the reporting condition is satisfied (e.g. desired amount of data is reached, buffer capacity exceeded or reporting timer expired), the MnS producer sends the captured trace records to the MnS consumer in ASN.1 binary encoding over the active WebSocket via Report message. The format of the ASN.1 encoded trace record follows the specification (e.g. new clauses in TS 32.423 [4]).
9.
In cases where the reporting condition is satisfied (reporting timer expired), but there are no outstanding trace records to report, the MnS producer sends IsAlive message to the MnS consumer.
10.
Once the "stop" triggering event (see TS 32.422 [3] clause 5.1) is detected by the MnS producer, it stops the Trace Recording Session following the procedures specified in TS 32.422 [3] clause 4.2.
11.
Upon stopping a Trace Recording Session, the MnS producer reports this event to the MnS consumer via StopRecordingSession message.
12.
The interaction between MnS producer and consumer ends when Management System de-activates (configures) the MnS producer. The specific details of this step depend on the outcome of the on-going work on Trace Management in the context of Services Based Management Architecture and may rely either on the capabilities of a new Trace Management MnS or re-use the capabilities of the Provisioning MnS specified in TS 28.532 [7].

13.
The MnS producer stops the on-going Trace Session (e.g. according to one of the sub-clauses of clause 4.1.3 in TS 32.422 [3]).

14.
If there are any on-going Trace Recording Sessions, the MnS producer stops them all.

15.
If there are any outstanding (buffered) trace records, MnS producer reports them to the MnS consumer via Report message.
16.
Upon stopping a Trace Recording Session, the MnS producer reports this event to the MnS consumer via StopRecordingSession message.

17.
Upon stopping the Trace Session, the MnS producer reports this event to the MnS consumer via StopSession message.
12.
MnS producer terminates the connection to MnS consumer (closes WebSocket, closes TLS and TCP connections).
7.1.4
Solution protocol definition

An example of ASN.1 encoded non-file-based trace reporting messages (partially addressing NG-RAN node trace reporting) is included below:
-- ****************************************************************************

--  Non-file-based trace reporting protocol definition
--  Draft ver. 0.0.1
--  Encoding: ASN1 aligned PER

-- ****************************************************************************

TraceProtocol DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

TraceMessage ::= CHOICE {

    configure               Configure,
    alive                   IsAlive,

    startSession            StartSession,

    stopSession             StopSession,

    startRecordingSession   StartRecordingSession,

    stopRecordingSession    StopRecordingSession,

    report                  Report,

    ...

}

-- ****************************************************************************

--  Configure msg

--  Used to convey the ASN.1 protocol version 
-- ****************************************************************************

Configure ::= SEQUENCE {

    nodeType        NodeTypeId,

    version         Version,

    futureExtension SEQUENCE {}

}

-- ****************************************************************************

--  IsAlive msg

--  Used for periodic keepalive at the protocol level
-- ****************************************************************************

IsAlive  ::= SEQUENCE {

    nodeType                    NodeTypeId,

    timestamp                   UTC-Timestamp,

    futureExtension SEQUENCE {} OPTIONAL

}

-- ****************************************************************************

--  StartSession msg

--  Used for reporting the start of Trace Session event
-- ****************************************************************************

StartSession  ::= SEQUENCE {

    seqNum          SequenceNumber,

    sourceId        SynchronizationSourceId,

    nodeType        NodeTypeId,

    traceReference  TraceReference,

    cellId          NRCGI OPTIONAL,

    timestamp       UTC-Timestamp,

    sessionConfig   SessionConfig,

    futureExtension SEQUENCE {} OPTIONAL

}

-- ****************************************************************************

--  StopSession msg

--
Used for reporting the stop of Trace Session event
-- ****************************************************************************

StopSession  ::= SEQUENCE {

    seqNum          SequenceNumber,

    sourceId        SynchronizationSourceId,

    nodeType        NodeTypeId,

    traceReference  TraceReference,

    cellId          NRCGI OPTIONAL,

    timestamp       UTC-Timestamp,

    futureExtension SEQUENCE {} OPTIONAL

}

-- ****************************************************************************

--  StartRecordingSession msg

-- 
Used for reporting the start of Trace Recording Session event
-- ****************************************************************************

StartRecordingSession  ::= SEQUENCE {

    seqNum                      SequenceNumber,

    sourceId                    SynchronizationSourceId,

    nodeType                    NodeTypeId,

    traceReference              TraceReference,

    traceRecordingSessionRef    TraceRecordingSessionRef,

    cellId                      NRCGI OPTIONAL,

    recordInitSeqNum            SequenceNumber,

    timestamp                   UTC-Timestamp,

    futureExtension SEQUENCE {} OPTIONAL

}

-- ****************************************************************************

--  StopRecordingSession msg

-- 
Used for reporting the stop of Trace Recording Session event
-- ****************************************************************************

StopRecordingSession  ::= SEQUENCE {

    seqNum                      SequenceNumber,

    sourceId                    SynchronizationSourceId,

    nodeType                    NodeTypeId,

    traceReference              TraceReference,

    traceRecordingSessionRef    TraceRecordingSessionRef,

    cellId                      NRCGI OPTIONAL,

    recordEndSeqNum             SequenceNumber,

    timestamp                   UTC-Timestamp,

    futureExtension SEQUENCE {} OPTIONAL

}

-- ****************************************************************************

--  Report msg

-- 
Used for reporting the captured Trace records
-- ****************************************************************************

Report  ::= SEQUENCE {

    seqNum                      SequenceNumber,

    sourceId                    SynchronizationSourceId,

    nodeType                    NodeTypeId,

    traceReference              TraceReference,

    cellId                      NRCGI OPTIONAL,

    recordingSessionReportList  RecordingSessionReportList OPTIONAL,

    futureExtension SEQUENCE {} OPTIONAL

}

-- ****************************************************************************

--  Types

-- ****************************************************************************
NOTE:
Further protocol details (e.g. such as type definitions) are FFS
7.1.5
Solution deployment examples
Editor's note: multiple deployment examples can be illustrated in this clause (3GPP with NWDAF, 3GPP with MDAS, ONAP, etc…)
7.1.5.1
Example of 3GPP deployment with NWDAF

The following figure illustrates deployment scenario where NG-RAN node produces, and NWDAF consumes non-file-based trace reporting MnS under control of 3GPP Management System:
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Figure 7.1.5.1.1: Example deployment scenario of NG-RAN node producing and NWDAF consuming non-file-based trace reporting MnS under control of 3GPP Management System
	End of modifications


TCP
TLS
WebSocket
ASN.1
IP
TCP
TLS
WebSocket
ASN.1
IP



